
Zero Trust World 2025 

Schedule Overview 

 

Tuesday, February 18 

2:00 - 7:00, Registration open 
3:00 –7:00, Bootcamp (Palms 1) 
6:00 - 9:00, Welcome Reception, The Grove (outdoors) 
 

Wednesday, February 19 

7:30 - 5:00, Registration open 
8:00 –10:00, Certification Exam  
8:30 - 10:00, BREAKFAST in Solutions Pavilion 
10:00 – 11:00, Mainstage Session: Welcome to Zero Trust World (Danny Jenkins / Keelan Leyser) 
11:00 - 12:00, Mainstage Session: Uncovering Cyber Risk (Chris Tarbell/Hector Monsegur) 
12:00 - 1:30, LUNCH in Solutions Pavilion 
1:00 – 2:00, LAB: Using Metasploit: A Beginner’s Guide (Alex Benton)  
1:30 - 1:50, Mainstage Session: Navigating the Ever-Changing Cybersecurity Landscape (Mike Puglia) 
1:50 – 2:20, Mainstage Session: The Grand Delusion (Dr. Chase Cunningham) 

    2:15 – 3:15, LAB: Getting Started with Rubber Ducky (Kieran Human) 
2:20 – 2:40, Mainstage: From Assumed Trust to Zero Trust: The Email Security Reset (David Setzer) 
2:45 – 3:15, Concurrent Breakouts 

Mainstage: Dangers of Shadow IT (Ryan Bowman) 
Bonaire 1-3: Endpoint Risks for Linux Environments (Daniel Madden) 
Bonaire 5-7: Dark Web Tour (Collin Ellis) 

3:15 - 3:40, BREAK in Solutions Pavilion 
   3:30 – 4:30, LAB: Exploiting Active Directory (TryHackMe) 
   3:30 – 4:30, LAB: Advanced Rubber Ducky Techniques: a practical security workshop (Kieran Human) - Curacao 1-4 
3:40 – 4:10, Concurrent Breakouts 

Mainstage: Zero Trust in Action: Revolutionizing Incident Response (Art Ocain) 
Bonaire 1-3: macOS Malware Risks and Protections (Brad Schneider / Slava Konstantinov) 

Bonaire 5-7: Securing Your Cloud Data (Eoin McGrath) 

4:20 - 4:50, Concurrent Breakouts 
Mainstage: Hire or Train: Strategies for Building Your Ops Team (panel) 
Bonaire 1-3: Unlocking Hidden Risks: Strategies for Identifying and Protecting Critical Data (Cristiano Guerreri) 

Bonaire 5-7: So ThreatLocker is Deployed and Secured, Now What? (Ryan Bowman) 
   4:45 – 5:45, LAB: Cookie Theft: Advanced Methods and Practices (Kieran Human) 
   4:45 – 5:45, LAB: Phishing and Defending Your Digital Perimeter (TryHackMe) - Curacao 1-4 
5:00 - 5:30, Concurrent Breakouts 

Mainstage: Viable Defense Strategies Against Zero Days and Supply Chain Risks (Seamus Lennon) 
Bonaire 1-3: How to Harden Windows Servers and Secure Active Directory (Eoin McGrath) 
Bonaire 5-7: -open for repeat of popular sessions- 

5:30 - 6:30, HAPPY HOUR in Solutions Pavilion 
 

Thursday, February 20 

7:00 - 9:00, Certification Exam 
8:00 - 9:00, BREAKFAST in Solutions Pavilion   
9:00 – 9:30, Mainstage: Use of MITRE Attack Framework in Detection (Seamus Lennon) 
9:30 – 10:00, Mainstage: AI use in Security Operations (panel) 
10:00 – 10:30, Mainstage: Pineapple Pointers (John Moutos) 
10:30 - 11:00, BREAK in Solutions Pavilion 
11:00 - 12:00, Mainstage Session: Challenges Accepted Innovation Hour (Danny Jenkins/Rob Allen)  
12:00 - 1:30, LUNCH in Solutions Pavilion 



   1:00 – 2:00, Hacking Lab: Getting started with Rubber Ducky (Kieran Human) 
1:30 - 2:00, Concurrent Breakouts 

Mainstage: Now You See It, Now You Don’t: Network Control (Jherome DeGuzman /Josh Mohr) 
Bonaire 1-3: How Top MSPs are Shaping the Future for Higher More Profitable MRR (Greg Jones/Jack Cooke) 
Bonaire 5-7: Perspectives on Cyber Supply Chain and the Tangled Threads of Compliance (Bradford Bleier) 

2:10 - 2:40, Concurrent Breakouts 
Mainstage: Securing Remote Workforce (Erik Jansen) 
Bonaire 1-3: Cyber Risk & Compliance – The Conversation You Actually Want to Have (Peter Cricones) 

Bonaire 5-7: The Crazy World of Ransomware (Graham Cluley) 
Curacao 1-4: LAB: Obfuscating Your C2 (John Lilliston/Nicholas Cottrell) - ends 3:10pm 

  2:15 – 3:15, LAB: Windows Security Review: Workstation & Server Configuration Guide (Adam Fuller) 
2:50 - 3:20, Concurrent Breakouts 

Mainstage: Evolution of Allowlist as a Viable Security Technique (Collin Ellis) 
Bonaire 1-3: Modern MSP Security: Protecting Microsoft 365 Tenants at Scale (Matthé Smit) 
Bonaire 5-7: Build a Strong Zero Trust Foundation Through IT Automation (Josh Schofield) 

3:20 - 3:45, BREAK in Solutions Pavilion 
  3:30 – 4:30, LAB: Using Metasploit: A beginner’s Guide REPEAT (Alex Benton) - Palms 1 
  3:30 – 4:30, LAB: Malware Development (John Moutos /Rayton Li) - Curacao 1-4 
3:45 – 4:15, Concurrent Breakouts 

Mainstage: Preventing Unintended Lateral Movement with Application Containment (Blain Curtis) 
Bonaire 1-3: Cybersecurity is the Cost of Doing Business Today (Wayne Selk) 
Bonaire 5-7: Hacking Humans Live (Dave Bittner/Maria Varmazis/Seamus Lennon) 

4:25 - 4:55, Concurrent Breakouts 
Mainstage: Cybersecurity Lessons from Jurassic Park (Leo) 
Bonaire 1-3: The Silent Threat: How Weak BIOS Security Could Destroy Your Client’s Business (Rob Inman) 
Bonaire 5-7: Dark Web Tour (Collin Ellis) 

   4:45 – 5:45, LAB: Phishing and Defending Your Digital Perimeter (TryHackMe) 
   4:45 – 5:45, LAB: CTRL+ALT+PWN (John Moutos) - Curacao 1-4 
5:05 - 5:35, Concurrent Breakouts 

Mainstage: Microsoft 365 Tenant Security: Configuration Best Practices (Adam Fuller) 
Bonaire 1-3: Enhancing Security with Nerdio Manager for MSP (Will Ominsky) 
Bonaire 5-7: -open for repeat of popular sessions- 

5:35 - 7:00, RECEPTION in Solutions Pavilion 
7:00 - 10:00, ThreatLocker After Party – The Grove (outside, exit Palms Rotunda doors to enter) 
 

Friday, February 21 

7:00 - 9:00, Certification Exam 

8:00 - 9:00, BREAKFAST in Solutions Pavilion 

9:00 – 9:40, Mainstage Session: CISO Series Podcast LIVE (David Spark/ Trina Ford/ Rob Allen) 

9:40 – 10:10, Mainstage Session: Taking Action with Zero Trust (Danny Jenkins) 

10:10 - 10:40, BREAK in Solutions Pavilion 

10:40 - 11:40, Mainstage Session: How to Change the Game and Win (Reggie Fils-Aime) 

11:40 - 12:00, Mainstage Session: Wrap Up with raffle, auction close, donation, and ZTW26 announcement 

12:00, Program Concludes 

 

 

 


